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1. Purpose and context

This guide serves to help users of the Union Product Database (UPD) to complete the registration steps
necessary before accessing the system to carry out relevant data submission activities. The
registration steps are independent from the UPD and are similar to those for other European Medicines
Agency (EMA) systems, such as EudraVigilance Veterinary and Management Services for Substances,
Products, Organisation and Referentials (SPOR) or IRIS.

The document is applicable to the users of the competent authorities (i.e. European Commission (EC),
national competent authorities (NCAs)) and pharmaceutical industry.

2. UPD registration overview

To use the UPD restricted areas you will need to complete a few registration steps (Figure 1) to ensure
that:

1. You must have an active EMA account

As a representative of the competent authority or pharmaceutical industry organisation, including
persons acting on their behalf, you must register for an EMA user account in the EMA Account
Management (EAM) portal, if you do not already have one (see section on the EMA Account
Management).

2. The organization you represent must be recorded in EMA’'s Organisation Management
Service (OMS)

All organisations of the competent authorities within the European Economic Area are listed in
OMS.

If marketing authorisation holder (MAH) that you represent does not appear in the OMS list, it will
need to be included. Otherwise you will not be able to affiliate yourself to this organisation when
you submit a request for an UPD access role in EAM (see section 4 on OMS: Pharmaceutical
industry organisation registration).

To register a new organisation in OMS may take up to ten working days.
3. You have the appropriate UPD user role and affiliation to an organisation

You will need to submit a request for an UPD access role in EAM. While approval of the UPD user
roles is carried out by super users nominated by the competent authorities and pharmaceutical
industry organisations, the approval of the first “Super User” is performed by EMA and may take
up to two working days.

Figure 1: UPD registration overview

Ensure industry
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3. EMA Account Management

EMA Account Management is an online platform where you can request and manage access to EMA

applications. Refer to this platform to seek guidance on how to:

Find out if you have an EMA account

Create an EMA Account

Re-activate your account

Recover your credentials

Request a user access role

Manage users’ access for your organisation as an “User Admin/Super User”

For further guidance you can also access the FAQ and EMA Account Management Checklist.

4. OMS: Pharmaceutical industry organisation registration

As a marketing authorisation holder you will need to ensure that the organisation on whose behalf you
will be acting is listed in EMA’s Organisation Management Service (OMS). This is needed for you to be
able to request a UPD access role via EAM as well as for competent authorities to create new or
updated entries in the UPD for products under their responsibility.

There are two ways you can check if your MAH organisation is listed in OMS:

1.

Look up your MAH organisation in OMS (please note this webpage does not work with Internet
Explorer and no log-in is required to perform the organisation search). For further information on
how to search, please check the OMS Web User Manual available on the SPOR Organisations web
page https://spor.ema.europa.eu/omswi/#/viewDocuments. We recommend you take note of the
organisation ID as it reduces the search results in the EAM when you are requesting a role.

Look up your MAH organisation in the EMA Account Management portal while submitting a request
for a UPD user role (see section on EMA Account Management).

If the organisation appears in the OMS list, this means that it is already registered and will appear on
the drop-down list when requesting your UPD access role in the EMA Account Management portal and
in the UPD when creating product records by competent authorities.

4.1. Create a new organisation

If your MAH organisation cannot be found in OMS, you will need to create a new organisation by using
the change request functionality in the OMS interface. Please follow the steps on how to register a new
organisation that appear in the OMS Web User Manual available on the SPOR Organisations web page
https://spor.ema.europa.eu/omswi/#/viewDocuments.

To create a new organisation you will need to log in into the SPOR portal with your EMA Account
username and password (see section on EMA Account Management). You will not require a specific
SPOR user role as the “"SPOR unaffiliated user” role is assigned to you by default during the EMA
account self-registration process.

4.2. Update organisation information

Users can make changes to their organisation data in OMS using the same change request
functionality in the OMS interface as to create a new organisation. Please follow the steps on how to
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update your MAH organisation data that are listed in the OMS Web User Manual available on the SPOR
portal https://spor.ema.europa.eu/omswi/#/viewDocuments.

The first step is to search for and view the full details of an organisation and its locations in OMS. If the
users:

e find the organisation but not its location, they can ask to add a new location to the
organisation;

e find both the organisation and its location, but either of these are not up to date, they can ask
to update the organisation and/or location data;

e find the organisation with an active status but the location with an inactive status, they can ask
to update the organisation data or add new locations.

In order to request the changes listed above you will need to have the "SPOR Industry User” access
to the SPOR portal. Prior to that, the "SPOR Industry Super User” role which manages access
requests for your MAH organisation must be set up. For detailed instructions on the SPOR user
registration, refer to the SPOR User Registration Manual available on the SPOR Organisations web page
https://spor.ema.europa.eu/omswi/#/viewDocuments.

The first "SPOR Super User” for each organisation will be approved by EMA. Therefore, consider extra
time to submit the request with the required documentation and allow up to two working days for
EMA to approve it.

4.3. OMS change requests supporting documentation

All change requests must be accompanied by relevant supporting documents or information as
described in the OMS Change Requests manual available on the SPOR Organisations web page
https://spor.ema.europa.eu/omswi/#/viewDocuments.

The standard change request to register a new organisation or update the organisation data can take
from five to ten working days to be processed.

5. Access to UPD

5.1. Access roles and permissions

To use the UPD, you need to have been granted at least one of the below described UPD user roles
affiliated to the organisation on whose behalf you will be acting.

Approval of the UPD user roles is carried out by Super Users nominated by the competent
authorities and pharmaceutical industry organisations. Only the approval of the first “Super
User” request for a competent authority or pharmaceutical organisation is performed by EMA.
Therefore, before requesting access to the UPD as a subsequent super user or any other user you
need to ensure that your MAH organisation has a Super User in place.

5.1.1. Competent authorities (CA)

1. UPD - CA Super User

You should request this role if you work for an organisation acting as a regulatory authority (i.e.
EC, NCA) and intend to manage (approve/reject/revoke) access to UPD for users acting on behalf
of your organisation.

Registration guide
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Only the first request for an "UPD CA Super User” role is evaluated and granted by EMA, and you
will need to attach a signed “"Nomination Letter”.

This role will give you full access (Edit/Search/View) to UPD and also allow you to access the EAM
to administrate (approve/reject) access rights for new and existing users of your organisation.

Please refer to the EMA Account Management User Administrator Guide to find more information on
the responsibilities of a ‘Super User’ and how the EMA Account Management system helps to fulfil
them.

Only the super user can request API access if the organisation wishes to use API services.
2. UPD - CA Edit/Search/View

You should request this role if you work for an organisation acting as a regulatory authority (i.e.
EC, NCA) and intend to use UPD to manage (create/update) data on veterinary medicinal products
and approve/reject variations not requiring assessment that fall under your responsibility.

This role will be approved by the Super User of the organisation you represent. Please
ensure that your organisation has at least one person assigned as Super User before submitting
this request otherwise your request will be automatically rejected.

3. UPD - CA Search/View

You should request this role if you work for an organisation acting as a regulatory authority (i.e.
EC, NCA) and intend to use UPD to only read and export data on veterinary medicinal products.

This role will be approved by the Super User of the organisation you represent. Please
ensure that your organisation has at least one person assigned as Super User before submitting
this request otherwise your request will be automatically rejected.

4. UPD - API

You should request the API role if you intend to use the UPD API services. This role must be
requested by the Super user of your organisation and will be approved by EMA.

» Go to EMA Account Management Home - EMA Account Management (europa.eu) and log-in
with your username and password

OA(counl Management

EMA Account Management

» In the menu bar, select Manage Access and then Request API Access
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N MEDICINES AGENS

Account Management

Account Management

x Home My Work ~ @ A2 John Account
© Compliance Activities

= Assigned Tasks

our organisa... » > Track My Requests » Check Organisation C...» Manage Access >
@ Manage Access
Search Organisation
Request Individual Access
s it Identity > EMA Service Desk > UPD Role Admin >

Request Access for Organizations

Check Organisation Change Requests

Latest Forms
Manage Access

Request Training Access

Request API Access

Search your organisation

Track My Requests

¥ Manage Identity

» Read the EMA API Terms and conditions and Accept them by ticking the box of user
agreement and click Next

OAcmunt Management

$I= Home My Work ~
< Form
EMA - AP| Approve ToC
EMA API Terms and conditions
1A A EM, neral r Conditions of U:

> Select Application (for now only UPD, in future there will be more systems offering API
functionality

» Select your Organisation using the drop-down menu

> Provide API technical contact email address (this email address will be used to send
notifications about the API account including the initial notification with Client ID and ‘secret’)

> Select the right API role using the drop-down menu:
- For competent authorities: UPD CA API
Note: If EMA systems need an API, a direct connection will be set up by EMA IM

> Click Request API Access
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Request APl access

How to

Please see the instructions below on how to request API access.

Once the request is processed an email will be sent to API Technical contact email containing the Application ID, the Client Credentials and
instructions on how to consume the API. Please remember to rotate the client credentials before their expiration.

1. Select your Application *
@ uPD

2. Select Organisation *

ORG-100003934 - Medicines Evaluation Board

In case you cannot find your organisation in the list, please verify that you have an User Admin role for it

3. Provide an API Technical contact email *

John.Account@testorganisation.com

UPD CA API

Cancel Reguest APL

Request provisioning form for  John Account

Please supply initial values for account attributes in the forms below.

Request Information

Requester
UPD NCA API Test Account TEST

Target Identity
First Name Last Name Account ID

UPD NCA API Test Account
Account John Account

Assigned Roles
Azure Birthrights External, UPD CA Super User (ORG-100003934 - Medicines Evaluation Board)

Select your Organisation
Requested Roles

UPD CA API_Org/ORG-100003934

Cancel

You will receive an email when the request has been approved.

Registration guide
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> In your e-mail you receive an email with a notification of your request for API access:

EMA Account Management — AP| access requested
John Account

AP| accass
Dear John Account you have requested access as UPD Industry API for organisation ORG-100032441

An email with instructions on how to consume requested API will be sent to the provided technical contact| John.Account@testorganisation.com

If you need additional support please create a ticket in the EMA Service Desk Portal

European Madicines Agency

Domenico Scarlattilaan 6
1083 HS Amsterdam
The Netherlands
Please do not reply to this email as the mailbox is not monitored. This message and any attachment contain information which may be confidential or otherwise protected from
herwise stated. If you are not the vient(s) (or authorised
v disclosure or copying of its contents, or any action taken (or not taken) in reliance on it is unauthorised

and may be unlawful. If y orm the sender immediately

When the access is granted and processed you receive a second email UPD App Registration
Request Processed. This email provides the user Azure Active Directory (AAD) identification,
application registration, the application ‘secret’ (this is a method used for authentication) and you can
start using the API registration.

UPD App Registration Request Processed

A API € Reply | % Reply A
EMA API Registration < < apiregistration@prod.ema.europa.eu>
@ John Account

1) f there are problems with how this message is displayed, cick here to view # in a web browse
Dear Sir/Madam, please find below information about your application registration:

AAD Aplication
John Account
User Information (requestor)

First Name John
Last Name Account
E-Mail John. Account@testorganisation.com

User Principal Name | account_j@id-test.ema.europa.eu

APIM User 1D account_j

Application Registration

Object ID 4b64ee96-14ca-4931-b7fd-a2e11a72biBa

Client ID dfed9395-66a6-4bf9-ac29-0ede59d51fed

Alamtaii Mamn s amlne A% aliant AMAEAAAn ATAE 4aTn OAAd 2 ADMEAAAOAD ANC AANOINLLL

5.1.2. Pharmaceutical industry

1. UPD - Industry Super User

You should request this role if you intend to manage (approve/reject/revoke) access to UPD for
colleagues of the organisation(s) you are affiliated to. Only the first request for an "UPD Industry
Super User” role is evaluated and granted by EMA and you will need to attach a completed and
signed copy of the “Affiliation Template Letter”, as proof of authority to represent the organisation,
available on the User Administrator Guide web page.

This role will give you full access (Edit/Search/View) to UPD and also allow you to access the EAM
to administrate (approve/reject) access rights for new and existing users of your organisation.

Please refer to the EMA Account Management User Administrator Guide to find more information on
how to submit a request for the first ‘Super User’ role as well as what are the responsibilities of a
‘Super User’ and how the EMA Account Management system helps to fulfil them.

Registration guide
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UPD - Industry Edit/Search/View

You should request this role if you intend to update your MAH organisation’s veterinary medicinal
product data and record variations not requiring assessment in UPD.

This role will be approved by the Industry Super User of the organisation you represent.
Please ensure the organisation(s) you are affiliated to has at least one person assigned as Industry
Super User before submitting this request otherwise your request will be automatically rejected. "

UPD - Industry Search/View

You should request this role if you intend to use UPD to only read and export data on veterinary
medicinal products of the organisation you represent. This role will be approved by the Industry
Super User of the organisation you represent. Please ensure the organisation(s) you are affiliated
to has at least one person assigned as Industry Super User before submitting this request
otherwise your request will be automatically rejected.

The overview of the UPD user roles and permissions is detailed in the figure below (Figure 2):

Figure 2: Overview of the UPD user roles and permissions

UPD CA UPD CA UPD CA UPD Industry UPD Industry UPD Industry UPD
Super User Edit/Search/View Search/View Super User Edit/Search/View Search/vView API

variations not
requiring assessment

Obtain report on v v v v v v

dataset changes#*

Manage users in EAM

Create/submit data ‘/ v/ ‘/ 1.3 \/1,3

Update data v v v iz Vi

Nullify data ./ \/

Seareh/iew! v v v v v Y
bR v vi

Approve/Reject v v

Connect to UPD API {

Email Configuration ‘/ ‘/

1 Own preducts only

2 For marketing authorisation status and availability status only

2 For volumes of sales, date of placing on the market and prowvision of 3rd country names only

*For MVP, requests for 'reports on data set changes' will not be available as a technical service within the UPD Portal or APL. Requests for 'reports on data set changes’ will be raised through the EMA Service Desk.

Please note the following:

Only the first request for an “"UPD CA Super User” and “UPD Industry Super User” role is evaluated
and granted by EMA. All subsequent requests are "Approved” or "Rejected” by the first “"UPD CA
Super User” or "UPD Industry Super User” of the organisation, whether for one of the other roles
listed above or for another “Super User” role. If nobody has a “Super User” role in your MAH
organisation, any requests for the other roles will be automatically rejected by the EMA Account
Management system.

If you have requested either competent authority or industry “Edit/Search/View" or
“Search/View"” role/affiliation, the approver will be the "Super User” from the organisation you
selected in your request, not EMA.

EMA recommends having at least two contacts per organisation with the “Super User” role, to
ensure that user role requests are not delayed in the event of absences or staff mobility.
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e When a subsequent request is made for one of the user roles, the "UPD CA Super User” or "UPD
Industry Super User” for the organisation to which you are requesting affiliation will be notified
automatically by email and (one of them) will carry out the review and approval of your affiliation
request.

e It is possible for a single user to be affiliated to multiple organisations, whether the organisations
are related or not.

e There are no limitations to the number of “Super Users”, nor to the number of users with either
“Edit/Search/View"” or "Search/View" role, an organisation may have.

5.2. Request UPD user role

As explained in the section on ‘UPD registration overview’ before you can request the necessary
role/affiliation to perform relevant activities in the UPD, there are four pre-requisites:

1. You need to have an active EMA user account (see section EMA Account Management);

2. The organisation on whose behalf you will be carrying out UPD activities must be registered in OMS
(see section OMS: Pharmaceutical industry organisation registration).

3. The affiliation to a given company gives access to the data of all products for which the company is
MAH and allows a user with “Edit/Search/View” rights to perform any type of action in the UPD.
UPD access rights cannot be set up on a product basis and also not on an action-type basis (such
as submit a variation not requiring assessment or maintain availability information).

For example, you could be employed by a consultancy but requesting access as an “UPD Industry
Edit/Search/View user” to submit a variation on behalf of Pfizer Belgium. In this case, you would
need to request affiliation to Pfizer Belgium.

A single UPD user can request affiliation to more than one organisation. For example, a user who
works for a consultancy may request to be affiliated with one or more pharmaceutical companies.

This will allow the consultant to perform relevant activities on behalf of a pharmaceutical company.

4. At least one “Super User” has been set up for this organisation (otherwise, your role request will
be automatically rejected).

Once the four prerequisites above are in place, you can request an UPD user role by referring to the
dedicated page on how to request user access in the EMA Account Management portal.

6. Log-in into UPD

After you have been notified that your UPD user access role/affiliation has been granted, you may need
to wait approximately 30 minutes before accessing the UPD. This is because the EMA Account
Management system and the UPD are synchronised about every 20 minutes.

To access the UPD:

1. After having been notified that your UPD user role has been approved, wait for half an hour to allow
time for the synchronisation process mentioned above to be completed;

2. Go to the UPD portal (upd-portal-prod.azurewebsites.net);

3. Click “Sign In” (top right of your screen);

4. In the next “Pick an account” window, EITHER:

Registration guide
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4.1. Click on “use another account” and enter your EMA username in the first box followed
by “"@id.ema.europa.eu” - for example, if your EMA username is “surname_a”, type in
“surname_a@id.ema.europa.eu”;

OR
4.2. If this account name already appears in the “"Pick an account” list, simply click on it;

5. Make sure that in the first of the sign-in boxes, your EMA Account username followed by the suffix
“@id.ema.europa.eu” is shown (Figure 3), and then type your EMA Account password in the box
below (Figure 4);

6. Click “Sign In” - this will take you to the UPD portal home page, where you can start to use the
system.

Figure 3

EMA users: sign in with your email address

Other users: sign in with your username followed by
@id.ema.europa.eu

Follow this guidance to recaver your username and
password.

Figure 4

Registration guide
EMA/362250/2023 Page 12/17



o

< B @id.cma.europa.eu
Enter password

Fassword

Forgotten my password

EMA users: sign in with your email address

Other users: sign in with your username followed by
@id.ema.europa.eu

Follow this guidance to recover your username and
password.

6.1. Setting up Multi factor authentication

Follow the prompts to provide m

ore security information:

1. Select your country, add your phone number and click Next;

27 Microsoft

Additional

security verification

Secure your account by adding phone verification to your password. View v

Step 1: How should we contact you?

Authentication phone

Netherlands (+31

Method

Call me

Send me a code by text message

TIP: If you want to insert an Office
Phone instead of a mobile phone
select “Call Me” Method. Do not
select “Office Phone” as this is
restricted only to EMA staff.

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply

2. Check your phone for an SMS;

875549

Use this code for European
Medicine... verification

12 mins

[Text message

TIP: If you don’t want to provide a
phone number, select “Mobile
App”. You can find instructions on
how to set up maobile App at the
end of the document.

Registration guide
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3. Enter the 6-digit code and click Verify;

¥ Microsoft

Additional security verification

You may need to refresh the page.
After logging in once, the next time you log in you will only need to go as far as step 4 shown above.

Note: Should you need to change your phone number or wish to switch authentication methods e.g.
from phone to a mobile app you will need to raise a query via the EMA Service Desk.

4. Check your phone for SMS.
5. Enter the 6-digit code and click “Verify"”. You may need to refresh the page or re-enter into UPD.
You will enter into UPD portal (Figure 8).

6.2. How to set up Additional Security Verification

If you prefer to not use a mobile phone number to receive a text message you can select two
additional options:

1. “Call me Method”

2. “Mobile App”

Registration guide
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6.2.1. Call me method

1. Select your country, add your phone number and click “"Next”

B Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your accoun|

Step 1: How should we contact you?
Authentication phone v

Netherlands (+31)

i TIP: If you want to insert an Office
Phone instead of a mobile phone
select “Call Me” Method. Do not
select “Office Phone” as this is
restricted only to EMA staff.

Send me a code by text message

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

2. You will receive a call, please answer the call and press the hash key # (Error! Reference source
not found.);

Additional security verification

w how to secure your account

Step 2: We're calling your phone on +31 615310XXX

Answer it to continue...

3. Click “Finished” and you will be redirected to the UPD portal.

You may need to refresh the page or re-enter the UPD portal. At your next login you will see the
following screen (Error! Reference source not found.12).

BS Microsoft
testvittori_c@id.ema.europa.eu
Approve sign-in request

Q¥ We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

Maore information

Registration guide
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6.2.2. Mobile App

1. Please select "Mobile app” from the drop-down list then tick the first option: "Receive
notifications for verification” and then select the “Set up”;

Additional security verification

Step 1: How should we contact you?

— =

2. The following window will appear with instructions to download the mobile app on your phone;

=]
o
]
A ]
fent =]

il.'. P 2

3
:
.
[=

3. This step is done on your smartphone: Download the Microsoft Authenticator app from your
smartphone. Once installed, select "Add Account” and “"Work or school Account” and scan the QR

Code;
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Ty Ci=r Mo Service B
NO Service % Scan QR code

Accounts

< Accounts

Ready to add your
first account? WHAT K

=. Personal account
(l '\ I =. Work or school account

Other (Google, Facebook, etc

Accounts D - Add account ¢ Add account

European Me 4+ Add account What kind of account are you adding? Your account provider will display a QR code
zcCarloDevitt

7 5 2 O ( #  Editaccounts =. Personal account ®

£ settings | =. Work or school account ®

E M
L:rrwgr:iav[\]nm? © Hep Othx)eraccount(GuugIe, Facebook, ®
etc.,
834 668 ~

4. Follow the instructions and you will be prompted on this screen. This step doesn’t require any action on
your side, it's just a summary of the previous steps, please select "Cancel” to finalize the process.

Additional security verification

When you sign in with your password, you are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen password.
View video to know how to secure your account

what's your preferred option?
We'll use this verification option by default.

Notify me through app

how would you like to respond?
Set up one or more of these options. Learn more
[ Authentication phone United Kingdom (+44)

[ office phone Select your country or region

Extension

[ alternative authentication phone |Select your country or region

M Authenticator app Set up Authenticator app
Authenticator app -

Registration guide
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